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Executive Summary

Code reviews have been a fundamental part of the process of development since the birth of software engineering.

However, the practice of software development has changed greatly since its creation in the 20th century. Has the

process of code reviews kept up with the changes to software development? In January 2010, Klocwork commissioned

Forrester Consulting to answer that question. The resulting study finds that the use of code reviews is widespread and

considered to be of high value, but the practices and processes exploited to undertake code reviews have not

significantly changed since their inception.

Key Findings
Forrester’s study yielded six key findings:

Code reviews are valuable, but approaches tend not to be formal. Even though software is a key asset, the
process to review that code is often informal and ad hoc in nature. The result is poor visibility of the review
process for management and reduced effectiveness of those reviews themselves.

Modern development is increasingly complex, and code reviews are not keeping pace. Teams are spread out,
and many organizations contribute to the development of a single software product. Add to this the increased
amount of software complexity, and the result is a compounded organizational and technological challenge. Code
reviews, a key part in sharing best practices and knowledge, have not kept up with these changes and continue to
be mostly executed in one location with infrequent use of tools and supporting infrastructure.

Code reviews don’t always include the right people. The advent of more complex architectures and increased
cross-functional dependencies increase the importance of reviewing code in a much larger context. Architecture
and QA are often the functions that understand the bigger picture but are often not included in the code reviews,

with teams instead relying on local software engineers to provide those insights.

Tools don’t play a significant role in code reviews. Code coverage and static code analysis are just two of the
tools that provide valuable insights into code structure and behavior, but these tools currently play a small part in
code reviews overall.

Process and time limits inhibit code reviews. Like other parts of the development process, code reviews suffer
from a lack of time to devote to them. This is made particularly acute because both the planning of development
completion and the need for developers with certain skills make preparation for this activity difficult.

Social media plays an increasingly important role in technology research. IT professionals surveyed are heavy
users of social media for technical support and social interactions, but they don’t apply this technology to the
“social” activities of code reviews. The result is that code reviews tend to rely on traditional approaches both to
document findings and to resolve questions and issues.
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Code Review Definition

Code review is a systematic examination of computer source code intended to find and fix mistakes overlooked
by the original developer.

When computer machine time was at a premium, code reviews were used to ensure that code was of a high quality
before being processed. As the cost of processor time came down, the timing and importance of code reviews changed,
and the process became a more flexible set of activities executed at certain points during the process. Code is no longer
reviewed prior to being loaded onto the computer. However, not much else has changed; it’s still the case that:

o Code is collected and reviewed by another developer. The process of code reviews focuses on one developer
taking another developer’s work and reviewing or “desk-checking” that code for omissions and defects.

e Code is reviewed with a view to requirements. The context of the review is the requirements, and thus the
reviewer will follow the logic of the requirement within the code, ensuring that the code conforms to the needs
expressed in the specification. To highlight the code and its relationship to the requirement, many developers
include comment statements that map the requirement to the actual code.

¢ Code standards and design are considered. Other than functioning as specified, code reviews also consider the
standards employed by the organization. This is often the only step within the development process that manages
the code for consistency and maintainability.

Everything Changes, But Code Reviews Stay The Same

In direct correlation with Moore’s Law, the volume of computer code has increased exponentially over the past 40
years.! That volume includes not only an increase in the number of lines of code but also in the power provided by each
statement within those programs. Increased focus on object-oriented and service-oriented architectures also adds to the
level of complexity, with program paths taking increasingly complicated routes, through both developer- and vendor-
created source code. The result is that proofing code has become more and more difficult.

In direct response to increases in complexity, software development tools have improved. Integrated development
environments (IDEs) provide developers with a dazzling array of functions for editing, reviewing, and debugging
source code. Code overage and static analysis tools provide insight into execution paths and function usage. And testing
tools provide functions to help developers automate the rigors required to test complex functionality. To better
understand the state of code review practices and the extent to which they have kept pace with the changes in other
parts of development, Klocwork commissioned Forrester Consulting to conduct a study of 159 IT professionals directly
involved in code reviews. Two-thirds of these IT professionals were involved in commercial software for sale or
included in a physical product. The remaining third were involved in Web development or enterprise I'T. More
information on the methodology of the study can be found in Appendix A.
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Code Reviews Add Value

Al IT professionals believed that code reviews added value to the final deliverable (see Figure 1). They cited finding
bugs and shared learning as the most valuable benefits attributed to the practice. A lack of a clear relationship between
code reviews and HR reviews was pronounced, with only 6% of people surveyed seeing input into HR review as a
benefit of code reviews. This is interesting to note, considering that one of the key skills related to developers’
professional growth is writing code. IT professionals believed that code reviews improve projects in the following ways:

¢ Bugs are uncovered earlier in the life cycle. By providing a clear inspection of the source code, IT professionals
believe that bugs will be uncovered earlier in the development process. This reduces rework for both development

and test resources.

o Best practices are shared. Although the result of code reviews did not feature in formal HR processes, IT
professionals believe that code reviews provide some value in sharing best practices and highlighting new

techniques within the code.

¢ Refactoring and code simplification are encouraged. The Agile practice of refactoring has become popular in
both Agile and non-Agile processes, with the desire to continually improve the design through a process of
incremental refinement.? By providing additional sets of eyes on the code, it’s possible to identify areas that would

benefit from refactoring.

Figure 1
Perceived Code Review Benefits

ARegardl essr @d n iy »aurrent practces, what, in your opinion, are the key benefits of
doing code (seectalechatamdly)

Reduce number of bugs found laterin the
cycle 84%
Shared best practices/learning

Encourage refactoring and simplification,
opportunity for code reuse

Reduce wasted time (later in the project)

Compliance

Provide inputinto HR review

None: I see no clear benefitof code
reviews

Base: 159 IT professionals who participate in their organization’s software development and code reviews

Source: A commissioned study conducted by Forrester Consulting on behalf of Klocwork, February 2010
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Code Review Practices Don’t Match Up To IT Organizational Realities
The study highlighted the realities of modern software developments, including the use of outsourced vendors and

some

geographical distribution of the reviewing team (see Figure 2). Many firms look to flexible working structures to

provide business agility, encouraging the use of the right skills at the right time without limitations of geographical

location or organizational alliance. However, as respondents described current code review practices, they revealed an

approach that does not consider these same flexible working practices. In fact the following still holds true for code

reviews:

The majority of code reviews are done in person. Sixty percent of IT professionals undertake code reviews in
person (see Figure 3). This implies that code reviews are primarily drawing on local resources rather than
prioritizing use of resources with the right skills or experience. This will become increasingly problematic as
organizations adopt more and more flexible organizational structures.

Technology is not pervasive in the review process. Although only 18% of IT professionals surveyed don’t use
any tools in their review process, the use of tools overall is inconsistent, with only one-third using static analysis
tools and even fewer using other tools. Code analysis tools focus on the simple problems for code associated with
structure and behavior, thus allowing code reviews to focus on more complex architectural and style issues.

QA and architects are not always involved in the process. Less than half of IT professionals surveyed reported
regular participation of architects in their code reviews, and roughly 70% of those surveyed regularly perform
code reviews without QA represented (see Figure 4). Modern software increasingly exhibits the characteristics of
an ecology rather than an engineering system, with small changes in one program having huge ramifications in
other modules. QA and architecture often have a view of the whole system and an appreciation of the

Base:
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