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Who we are

Michael Ehrenreich Peter Potzi
studying Information and Computer studying Computer
Engineering @TU Graz Science @TU Graz

peter@opentrafficmap.org

(We are also the ones with the electric Bobby Cars)



Motivation

Raise awareness of what cars send
Improve traffic safety
Transparency

Show progress in expansion

Better public transport forecasts



C-ITS (Cooperative Intelligent Transport Systems)

Radio technology for V2X (Vehicle2X)

RSU: Road Side Units

O Traffic lights
©  Autobahn toll bridges, construction signs (Trailer)

® (OBU: Onboard Units

O  Cars (e.g., VW Golf since 2019, increasingly more models)
o Buses, trams

O  Fire department, police, Asfinag

5.9 GHz, unencrypted, optionally signhed

RSU by Yunex traffic
CC-BY-SA 3.0 Peter Potzi



Car2x use cases

Vehicles and infrastructure communicate with each other and with
Infrastructure operators:

receives data from compatible vehicles
© e.q. traffic disturbances
o e.g. current speed and utilization

® response to accidents and breakdowns

e sends warnings to vehicles
® prioritization of public transport / emergency vehicles at traffic lights

Vehicle:

e displays information (warnings, speed limits)
® driver assistance systems



C-ITS protocol stack

e |EEE 802.11p
O 10 MHz channel width
© OQutside the Context of a BSS (OCB)
® GeoNetworking (ETSI EN 302 636-4-1)
© Mesh networking protocol
e |EEE 1609.2 (mostly)
o Signed messages wrapped in ASN.1
® BTP (ETSI EN 302 636-5-1)
O  Similar to UDP

e |TS messages
o ASN.1



S messages

CAM - Announcement to other traffic participants
DENM - Notification about unusual situations
MAPEM - Description of lanes/intersections
SPATEM - Description of signal states

IVIM - Display of road signs, texts

... many more



CAM (Cooperative Awareness Message)

Sent from vehicles ~4x per second (per
standard 1 - 10 Hz)

GPS position, speed, direction of travel
Pedal positions, cruise control, acceleration, curvature radius

Lights (turn signals, low beam, high beam, rear fog light)
Length + width of vehicle



pdlintelligent Transport Systems
ltsPduHeader

7 CamPayload
generationDeltaTime: 34658

v7 cCamParameters
7 basicContainer

stationType: passengerCar (5)

referencePosition

v highFrequencyContainer: basicVehicleContainerHighFrequency (0)
v basicVehicleContainerHighFrequency

v heading
headingValue: 296.4° (2964)
headingConfidence: 0.6° (6)

v speed
speedValue: 29.49m/s = 106.2km/h (2949)

speedConfidence: 0.23m/s (23)
driveDirection: forward (0)

v vehicleLength
vehicleLengthValue: 4.9m (49)

vehicleLengthConfidencelndication: unavailable (4)
vehicleWidth: 1.9m (19)

longitudinalAcceleration
curvature

curvatureCalculationMode: yawRateUsed (0)
7 yawRate
yawRateValue: -0.15°/s right (-15)

yawRateConfidence: unavailable (8)
accelerationControl: 08 [bit length 7, 1 LSB pad bits, 0000 100.




v lowFrequencyContainer: basicVehicleContainerLowFrequency (0)

v basicVehicleContainerLowFrequency
vehicleRole: default (0)

v exteriorLights: 81 [bit length 8, 1000 0001 decimal value 129]

1 B = lowBeamHeadlightsOn: True

SO = highBeamHeadlightsOn: False

. .0. = leftTurnSignalOn: False

g = rightTurnSignalOn: False

0... = daytimeRunningLightsOn: False
0. = reverselLightOn: False
..0. = fogLightOn: False

.... ...1 = parkingLightsOn: True

v pathHistory: 11 items
Vv ltem ©
v PathPoint

v pathPosition
deltalLatitude: 0°0'0.019"N (52)
deltaLongitude: 0°0'0.139"W (-387)
deltaAltitude: 0.00m (0)

pathDeltaTime: 0.10s (10)
Vv ltem 1
v PathPoint

v pathPosition

deltalLatitude: 0°0'0.142"N (394)

deltaLongitude: 0°0'0.994"W (-2762)
deltaAltitude: 0.00m (0)

pathDeltaTime: 0.68s (68)

Item 2
Item 3




DENM (Decentralized Environmental Notification Message)

traffic disruptions

construction site

traffic

wrong-way driver

stationary vehicle (or stationary emergency vehicle)
object on the road

Sent by infrastructure (RSU) and vehicles (OBU)
Has hop limit (typ. 3, 5, 10), forwarded by RSU and OBU



v Intelligent Transport Systems
v ItsPduHeader

protocolVersion: 2
messageld: denm (1)
stationld: 1020301
v DenmPayload
7 management
actionld
detectionTime: 2026-01-19 23:51:44.162 (695951509162)
referenceTime: 2026-01-19 23:51:44.162 (695951509162)
eventPosition
awarenessTrafficDirection: sameAsReferenceDirection-upstreamOfReferencePos:
validityDuration: 120
stationType: roadSideUnit (15)
7 situation
informationQuality: 6
7 eventType
ccAndScc: roadworks3 (3)
eventZone: 23 items
7 location
eventPositionHeading
traces: 1 item
+ alacarte

7 roadwWworks
v closedLanes

outerhardShoulderStatus: closed (1)
drivingLaneStatus: cO [bit length 2, 6 LSB pad bits, 11.. .... decimal
speedLimit: 60km/h (60)
v startingPointSpeedLimit




Traffic lights

Traffic lights transmit

MAPEM (Map Extended Message)

SPATEM (Signal Phase And
Timing Extended Message)

Includes

Structure of lanes with coordinates
Status and timings of the signals

Own depiction CC-BY-SA
3.0 Peter Potzi
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Hard Facts:

For the switch from radio prioritization to C-ITS are...

Situation in Graz

vMm  the equipment of around 165 traffic light signaling systems,

m  the equipment of around 200 buses and

All trams and buses have
been retrofitted :

https://www.holding-graz.at/de/intelligentes-verkehrssystem-c-its-praesen

the equipment of around 100 trams is necessary.

165 traffic lights will be retrofitted - we
have already found 121 (as of 2026-04-11)

ff8 aj-on-bike

idbuzz
Itap

peter-on-scooter

Leaderboard receiver opentrafficmap



Receiving and Transmitting Devices

e Commercial RSU

O Manufacturers e.g. Kapsch TrafficCom, Yunex Traffic (formerly Siemens)

e Commercial OBU
© factory installed
o for retrofitting
e any 802.11p receiver

O similar to 802.11a, but another channel: 5900 MHz, 10 MHz bandwidth
© e.g. Qualcomm Atheros AR9580
o e.qg. ESP32-C5 7?77

@ ESPRESSIF @VESPRESSIF

ESP32-C5-WROOM-1 ESP32-CS-WROOM-1U
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ESP32-C5-WROOM-1 ESP32-C5-WROOM-1U

https://documentation.espressif.com/esp32-c5-wroom-1_wroom-1u_datasheet en



But he can't possibly do that?

® Officially not 802.11p, but...

Calling undocumented functions from libphy.a:

phy 11p set(1, 0);
phy change channel(5900, 1, O, 0);

Found through reverse engineering (blobs under Apache-2.0 license!)



ESP32 C-ITS Receiver

ESP32-C5

KSZ8851SNL SPI Ethernet IC
PoE active / passive 48V
USB-serial, USB-JTAG
microSD

Temperature sensor LM75BDP

KiCad, Own illustration
CC-BY-SA 3.0 Peter PoOtzi




Enclosure

Enclosure in openSCAD

Waterproof and
UV resistant

Mast mounting

CC-BY-SA 3.0 opentrafficmap.org



Live Demo

https://opentrafficmap.org




Range

We have about 20 receivers live, receivers built by us
and self-built receivers

Large coverage but also large gaps

Reception with built-in ESP32-C5-WROOM antenna

several hundred meters over reflections in the urban area
> 1 km in the urban area with line of sight
Receive packets up to over 10 km distance



Range with ESP32-C5 PCB antenna

Only packets with Max Hop Limit = 1

> 2 km: 3,244,610 (Packets received per 24h)
> 3 km: 2,135,679
> 4 km: 771,050,
> 5 km: 307,071
> 6 km: 29,672 >
7 km: 4,648 > 8
km: 1,309 > 9 km:
343 > 10 km: 117
> 11 km: 105 >
12 km: 35 > 13
km: 8 > 14 km: 7
>15km: 3> 16
km: 2

Farthest packet 16.9 km



Map

ESP32 receives packets addressed to Broadcast FF:FF:FF:FF:FF:FF
Raw 802.11 packets are sent to the cloud via MQTT

Packets are converted to json with Wireshark
Node.js script prepares data
Websocket streams data to map
Clickhouse database for analysis

» node.jsscript

MOQTT broker

@

Own presentation
CC-BY-SA 3.0 Peter Potzi



Open Source Release

We publish today:

Platinum design in KiCad

Enclosure design in OpenSCAD

ESP32 firmware

MQTT 802.11 to JSON bridge (based on Wireshark)

https://codeberg.org/opentrafficma




Own receiver

e PCB populated in China order ~ €20 / piece

mobile receiver with LTE router
CC-BY-SA 3.0 Peter Potzi



Privacy

MAC address + certificate (changes frequently, typically
every 5 - 15 min) Persistent tracking is hindered

(Sequence number does not reset when changing the MAC)

Peer-to-Peer network, no centralized infrastructure (except certificates)

Alternative Cellular V2X (C-V2X) has centralized infrastructure (4G /
5@G) and is worse from a data privacy perspective



Coverage Graz

RSUs can forward data to the
central

© OpenStreetMap contributors
www.openstreetmap.org/copyright

opentrafficmap.org CC-BY-SA 3.0
Peter Potzi
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ASFINAG coverage
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Analysis of waiting times

Timer 0 s .. 2627 s

Lanes 121, 122, 221, 222
Conn 19, 20, 25, 26

Statistics

Feobacht et am: 2026-04-09

@ 362% /@ 0.0% /@ 63.8%

Warte § p05:29.0s, median: 29.0s, p95: 54.0s,
max: 1:29

Phase & p05: 29.0s, median: 46.0s, p95: 1:26,
max: 2:20

Griin protected
Timer 0 s .. 2627 s

Lanes 131, 132
Conn 27, 28

Statistik

Beobachtet am: 2026-04-09

® 800% /@ 0.0% / @ 20.0%

Warte ¥ p05: 53.0s, median: 1:11, p95: 1:50,
max: 2:36

Phase & p05: 14.0s, median: 53.0s, p95: 1:41,
max: 2:36




How can we help you?

® (Operation of receivers

O Requirement: Ethernet, upload a few kB/s, about 2W PoE
© preferably outdoor, higher is better

® Sponsoring
©  Cloud: Storage and Compute
o: Hardware

Contact: peter@opentrafficmap.org



